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MOJIOKEHUE
110 OPraHM3alHK W NPOBEACHUIO paboTt no obecrneeHHI0 6e30MacCHOCTH
nepcoHATbHbIX JAHHbIX MPH HX o6paboTke B HHPOPMATIHOHHBIX cHcTeMax
nepcoHAIbHBIX JAHHBIX
MBOY IlIkoaa Ne 29 r.o. Camapa

Hacrosiee IlonoxeHne pa3paboTaHo B COOTBETCTBHM ¢ @enepabHbIM
3akoHOM OT 27 HIOIA 2006 roma Ne 152-®3 «O TIepCOHANBHBIX JAHHBIXY,
nocranosineHueM [1paBUTENIbCTBA Poccuiickoii denepannn OT 1 HosiGps 2012 1. Ne
1119 «O6 yTBEpXAECHUH TpeGoBaHuil K 3alUTE TlepCOHAIBHBIX JAHHBIX TIPH uxX
obpaboTke B MH(OPMALMOHHBIX ~ CHCTEMAX TIepCOHAIBHBIX  IAHHBIXY,
HOPMATHBHBIME JIOKyMEHTaMHU ®CTOK u ®Cb Poccun ¢ LEIBIO obecreueHns
saUTHl NIpaB ¥ CBOOOZ TpaxaaH TpH 0GpaboTKe MX MepCOHATbHBIX JaHHBIX B
yH(OPMALMOHHBIX CHCTEMaX repCOHaNbHBIX JIAHHBIX.

Jlns ueselt HACTOSAIICTO TTo0KeHH s PUMEHSIOTCS CIIE/LY O TepMUHBI H
onpeeneHus:

. [lepcoHabHble TAHHBIC — moGas uHpoOpMaIKs, OTHOCAIAACH K npsIMO
AMH KOCBEHHO OINpeJIeNIeHHOMY W onpe/eseMoMy dusnueckomy JIHILY
(cyObexTy mepcoHajbHbIX JTAHHBIX).

Oneparop IlepcoHaTbHbIX JAHHBIX — MYHHIUMATLHOE 010/ UKETHO®
06me06pa3oBaTeIbHOe YIPEKACHUE « IlIxona Ne 29» ropozcKoro okpyra Camapa
(nanee Illxoma) - rocy/lapCTBEHHbIH  OpraH, MyHHLMITbHBIH  OPraH,
FOpUIHYECKOe WA ¢usnyeckoe NuLo, cAMOCTOATENBHO HITH COBMECTHO C APYTHMH
UMK OpraHU3YIOIIKe H (M) OCYUIECTBJIAIOLIME 06paboTKy MepCOHANBHBIX
JAHHBIX, @ TaKxkKe ONpECIAIONUIC nenu 06paboTKH IepCOHAIIBHBIX JIaHHBIX,
COCTaB TEepPCOHATIBHBIX JAHHBIX, nojiexanux 0opaboTKe, neficTBus (OmepalyH),
coBeplaeMbie ¢ MepCoHaIbHLIMA JIaHHBIMH.



NudopmanuoHHasi cUCTeMa NMEPCOHAJIBHBIX JAHHBIX — COBOKYIHOCTH
coJiep Kaluxcsi B 0a3ax JaHHBIX MEPCOHAIBHBIX JAHHBIX U 00ECTICUMBAIOLIUX UX
00paboTKy HH(DOPMAITMOHHBIX TEXHOJIOTUN U TEXHUYECKHUX CPEJICTB.

TexHuyeckue cpeacrsa HH(MOPMANMOHHON CHUCTEMbI MEPCOHAIBbHBIX
JAHHBIX —  CPEICTBA  BBIUUCIUTEIBHOM  TEXHHKH,  HH(POPMAIUOHHO-
BBIYHCIIUTENbHBIE KOMIUJIEKCHI U CETH, CPEICTBA U CUCTEMBI Mepe/layu, IpruemMa u
00pabOTKM TEpPCOHANBHBIX JAaHHBIX (CpeAcTBA W CHCTEMBI 3BYKO3AIlHCH,
3BYKOBOCIIPOM3BEICHHSI, IEPETOBOPHBIE M TEIEBU3HOHHBIE YCTPOMCTBA, CPEACTBA
U3TOTOBJICHUSI, TUPAKUPOBAHUS JIOKYMEHTOB M JAPYTHE€ TEXHHUYECKHE CpEACTBA
00paboTKHU peueBoi, rpaduyecKoil, BUaE0- U OyKBEHHO-IU(PPOBON HHPOPMAIIHH),
IpOrpaMMHBIE Cpe/icTBa (OMepaloHHbIE CUCTEMbBI, CUCTEMBI YIIpaBJiIeHUs Oazamu
JAHHBIX W T.I.), CPEICTBAa 3allUThl HWH(MOpPMalMKM, TPUMEHSIEMbIE B
MH()OPMAIIMOHHBIX CUCTEMAX.

[Hoab30BaTe/ b HHPOPMALMOHHON CHCTEMbI MEPCOHAJBHBIX TAHHBIX —
JUI0, YyYacTByIollee B (DYHKIIMOHUPOBAHUM HWH(GOPMAIIMOHHOW CHCTEMBbI
MEPCOHANIBHBIX JJAHHBIX WJIM UCTOJB3YIOIIEe PE3YIbTaThl €€ (DYHKIIMOHUPOBAHUS.

IIpaBuia pasrpaHuyveHuss J0cTyna K HHGPOPMANMOHHBIM CHCTEMaM
MEePCOHANBHBIX JAHHBIX — COBOKYITHOCTh MPaBWI, PETJIaMEHTUPYIOIIMX IpaBa
JocTyna cyObeKTOB JOCTYyIa K 00bEKTaM JOCTyIIA.

OO0OpaboTka NMepCcOHANBHBIX JAHHBIX — JII000€ AeicTBUE (omeparus) WUiu
COBOKYIHOCTb JIEUCTBUI (Omepaluii), COBEpPIIAEMbIX C MCIOJIb30BAHUEM CPEJICTB
aBTOMAaTU3allUd WM 0€3 HCMOJb30BAHMS TAaKUX CPEICTB C MNEePCOHATbHBIMU
JAHHBIMH, BKJItOYas cOOp, 3amuCh, CHUCTEMATH3AlMIO, HAKOIUJIEHUE, XpaHEHUE,
yTOuHEHHEe (OOHOBJIEHHE, U3MEHEHHE), W3BJICUEHHUE, HCIIOJIb30BAaHUE, Mepenavy
(pacipocTpaHeHnue, MpeAoCTaBiIeHUE, JOCTYI), O0e3MuuBaHue, OJIOKUPOBAaHUE,
yAaJIeHUe, YHUUTOKEHUE MePCOHATBHBIX JaHHBIX.

PacnpocTrpaHeHnne nepcoHabHBIX JAHHBIX — JICHCTBYUS, HAIIPaBJICHHBIC HA
PACKpBITHE NMEPCOHATIBHBIX TAHHBIX HEOMPEAEIEHHOMY KPYTY JIMII.

IIpenocraBieHne MepcOHANbHBIX JAHHBIX — JICWCTBHS, HAMIPABIECHHBIC HA
PACKpbITUE TEPCOHAIBHBIX IAAHHBIX OMPEACICHHOMY JHUIY WIWA ONPEICIICHHOMY
KpYTY JIHII.

bioknpoBaHue MNEPCOHANBHBIX [JAHHBIX — BPEMEHHOE IMpeKpalieHue
00pabOTKM MEPCOHANBHBIX JTaHHBIX (32 MCKIIOYEHHEM CIydaeB, eciii oOpaboTka
HeoOXoaMMa JIJIsl YTOYHEHUS! IEPCOHATBHBIX JaHHBIX ).

YHUYTOKEHHE TEePCOHAJbHBIX JAaHHBIX — JIEHCTBUS, B PE3yJbTaTe
KOTOPBIX CTAHOBHUTCS HEBO3MO>KHBIM BOCCTAHOBUTBH COJEpP’KaHUE MEPCOHATBHBIX
JAHHBIX B WH(GOPMAIIMOHHOW CHCTEME IMEePCOHAJBHBIX JaHHBIX W (WiIu) B
pe3yibTaTe KOTOPBIX YHHMUTOXXAIOTCS MaTepHallbHble HOCHTENN NEPCOHAIbHBIX
JTAHHBIX.

O0e3MunBaHue NEPCOHAJBHBIX JAHHBIX — JCHCTBUS, B peE3yJbTaTe
KOTOPBIX CTAHOBUTCSI HEBO3MOXKHBIM 0€3 HCHOJIb30BaHUS JIOMOJHUTEIHHOM
uH(OpPMAITUHU OTIPEIETUTh MPUHAJIC)KHOCTh TEPCOHABHBIX TAHHBIX KOHKPETHOMY
CYOBEKTY MEPCOHATbHBIX JaHHBIX.



KonpuaeHunanibLHOCTh NMEPCOHATBHBIX AaHHBIX — OnepaTopbl U HHBIE
JUIIA, TIOJTYYUBIIHE JOCTYH K MEPCOHAIBHBIM JaHHBIM, 00s3aHbl HE PAaCKPHIBATH
TPETbUM JIMIIaM WU HE PACHPOCTPAHATh IEPCOHAIbHBIC JaHHBIE O€3 corjacus
cyOBbeKTa MepCOHATbHBIX JAHHBIX, €CIM MHOE HE MPEIyCMOTpPEHO ¢eaepaabHbIM
3aKOHOM.

TpancrpanuyHasi nepenada MNEPCOHAJBHBIX JAHHBIX — I[iepeaada
MEPCOHAIBHBIX JAHHBIX HAa TEPPUTOPUI0O MHOCTPAHHOTO TOCyAapCTBa OpTraHy
BJIACTH HMHOCTPAHHOTO TOCYJapCTBa, WHOCTPAHHOMY (DH3WYECKOMY JHILy WIIH
WHOCTPAHHOMY IOPUANYECKOMY JIUILY.

HecaHKUMOHUPOBAHHBIN A0CTYNl (HECAHKIUOHUPOBAHHBIE NEeCTBHS) K
HHPOPMALMOHHBIM CHCTEMAaM MEPCOHAJBHBIX JAHHBIX — JIOCTYIl K
uHpopManuu WM JAeWcTBUS ¢ UMH(OpManued, Hapyllalollde IpaBuia
pa3rpaHUYEHUs] JIOCTYIIAa, B TOM YHCJIE C HUCIOJb30BAHUEM IITATHBIX CPEACTB,
MPEA0CTaBIAEMbBIX HH()POPMAIIMOHHBIMH CUCTEMaMHM TIEPCOHAIBHBIX JaHHBIX.

3amura wunHpOpMANUM — KOMIUIEKC OPraHU3allMOHHO-TEXHUYECKUX
MEpOIPUATHA, HANpPaBJICHHBIX Ha NPEAOTBPAILCHUE IIOTEPU, HCKAKEHUA U
HECaHKI[MOHUPOBAHHOIO JIOCTYIA K JIAHHBIM, IIPH 3TOM MPEaYyCMaTPHUBAECTCS:

— pas3rpaHUYeHHE MOJHOMOYMHI JOCTYyIA K JaHHBIM;

— aBTOpHU3alMs, KOHTPOJb W YYET ACHCTBUM C JaHHBIMU (perucTparus

COOBITHIA);

— KOHTpPOJIb KOMMMPOBAHUSI, IEYaTH, OOMEHA JIaHHBIMU 10 KaHajlaM CBSI3H;

— MEXKCETEeBOE IKPAHUPOBAHUE U 3AIUTA OT BUPYCOB;

— y4YeT BHEIIHUX HOCUTEJICH JaHHBIX;

— Ppe3epBHOE KOMUPOBaHWE / BOCCTAHOBJICHUE JaHHBIX;

— pa3aeibHOE XPaHEHUE HOCUTEINIEH JaHHBIX C PE3EPBHBIMU KOIHSIMU;

— KOHTPOJIb I0CTYIIa B MMOMEIIECHUS U K KOMITbIOTEPaM;

— MPUMEHEHHE YCTPOUCTB UJIECHTU(DHUKALIMU TI0JIb30BATENEH IS TOCTYMA.

1 O0ume moJ1oKeHus

Hacrosmmum  TlonoskeHuem  ompenensieTcsi CTPYKTypa W COCTaBIISIOIIHE
6e3omacHocTH HH(POPMAIUKA B HHPOPMAITMOHHONW CHCTEME TIEPCOHATBHBIX JIaHHBIX
paboTHHKOB U 0Oy4aromuxcs [1Ikonbl.

Obecnieuenne Oe30macHOCTH mepcoHanbHBIX naHHbIX ([1[H) mpm wmx
00paboTKe B aBTOMATH3WPOBAHHBIX CHUCTeMax (MH(POPMAIMOHHBIX CHCTEMax
nepcoHanbHbix JaHHbix — HCIIJIH) gocTturaercss nyTeM  UCKIIOYEHUS
HECAaHKIIMOHUPOBAHHOTO, B TOM YHCJI€ CIy4alHOTO, JOCTyNa K TEPCOHATbHBIM
JAQHHBIM, PE3YIbTATOM KOTOPOTO MOXKET CTaTh YHHYTOXCHUE, H3MEHEHUE,
OJIOKMpOBaHUE, KOMMPOBAHUE, PACIIPOCTPAHEHUE ITEPCOHABHBIX JaHHBIX, a TAKKE
VHbIE HECAHKIIMOHUPOBAHHbBIE JIEHCTBUS.

Meponpusatusa no odecrnieuenuto 6e3onacHoctu [1[IH dbopmynupyroTrcs Ha
OCHOBAHMM aHaju3a THUIA AaKTyalbHBIX YIPO3 U YpPOBHEW 3alMIIEHHOCTH
NEPCOHANBHBIX JaHHbIX, 0oOpabaThiBaeMbix B MCII[IH ¢ ydeToM BO3MOXKHOTO



BO3HUKHOBEHHUS yTrpo3 0€30MacHOCTH KU3HEHHO Ba)XKHBIM HHTEpEcaM JIMYHOCTH,
oOIIIECTBA U TOCYAapCTBa.

Obecneuenne Oe3omacHoctu [IJIH ocyliecTBiseTcsl MyTeM BBINOJIHEHUS
TpebGoBanuii o obOecrneuyeHu0 0e30MaCHOCTH TMEPCOHANBHBIX JAHHBIX TPHU HUX
o0paboTke B HMHGPOPMAIMOHHBIX CHUCTEMax NEPCOHANbHBIX JaHHBIX [IIKobI
(ITpunosxxenne Ne 1).

CtpykTypa, coctaB 1 ocHoBHbIE (yHKIMKU C3II/IH onpenenstorcs UCXOAsl U3
aHalM3a TUIA AaKTyaJbHBIX YIPO3 M YpPOBHEW 3alMIIEHHOCTH IEPCOHAIBHBIX
naHHbIX, oopabarsiBaeMbix B UCTI/In. C3I1/{H BKiIIOUaeT opranu3aiiiOHHbIE MEPHI
U TEXHUYECKHE CpPEJCTBa 3allUThl WHpopManuu (B TOM 4YHcie MUGPOBAIbHBIC
(kpunTorpaduveckue) CpEICTBa, cpeacTna MPEIOTBPALLICHUS
HECAaHKIIMOHUPOBAHHOTO JOCTYIA, YTEYKM HHPOPMAUUU MO TEXHUYECKUM
KaHaJlaM, MPOTrPaMMHO-TEXHUYECKUX BO3JIEUCTBHA HAa TEXHUYECKHE CpEACTBA
oopabotku [IJ[H), a Takxke wucnoib3lyemMble B HMHPOPMALMOHHON CHUCTEME
uH(OPMAIMOHHBIE TEXHOJIOTHH.

ITon opranmzanmeit obecneuenus 6e3omacHocty [1JIH mpu ux obpaboTke B
NUCII/In nonumaercs (OpMHUPOBAHHE COBOKYIMHOCTH OCYIIECTBIISIEMBIX Ha BCEX
ctagusax ku3HeHHoro nukia MCII[IH cornacoBaHHBIX MO LETH, 3aJa4aM, MECTY H
BPEMEHU MEPOIPUATUN, HANIPABICHHBIX HA MPEJOTBpallleHUEe (HEHTpaTU3aluio) 1
napupoBanue yrpo3 OeszomacHoctu I[I/ln B HCII[IH; Ha BoOcCcTaHOBJICHHE
HopMasibHOTO (pyHKmonupoBanusd WCII[IH mocne HeWTpaiu3amuu yrposbl, C
LEIbI0 MUHUMU3ALMHA KaK HEMOCPEICTBEHHOIO, TaK U OMOCPEJOBAHHOTO yilepOa
OT BO3MOKHOM peasin3aiiy TaKuX yrpos.

Meponpusatus no odecrnedeHno 0€30MacHOCTH MEPCOHABHBIX JaHHBIX MPU
ux o6padotke B UCII/IH BKIItOUatOT B ceOs:

a) ompenesieHue yrpo3 O€30MacHOCTH TEPCOHANBHBIX JAHHBIX MPU HUX
o0OpaboTke, popMupoBaHUE HA KX OCHOBE MOJIEIH YTIPO3;

0) pa3pabOTKy Ha OCHOBE MOJCIM Yrpo3 cucTemMbl 3amutThl I1/1H,
o0ecnieunBaoIIeld HEUTPATU3alMI0 MPEANONIaraéMblX yrpo3 C HCIOJIb30BaHHEM
METOJI0B U c1oco0oB 3auuThl [1JIH, mpeaycMOTpEeHHBIX ISl COOTBETCTBYIOIIETO
YPOBHSI 3aITUIIIEHHOCTH WH()OPMAITMOHHBIX CUCTEM;

B) MIPOBEPKY TOTOBHOCTH CPEACTB 3AIIUTHI HHPOPMAIMH K HCIOIb30BAHUIO
C COCTaBJICHUEM 3aKJIIOYEHUN O BO3MOKHOCTH UX JKCILTyaTal1u;

I') YCTAHOBKY W BBOJ B OJKCIUIyaTallMI0 pPa3pelleHHbIX JUIEH3MOHHBIX
CPEICTB 3alllUThl HMH(OpPMAIMM B COOTBETCTBUM C OKCIUTyaTallMOHHOM H
TEXHUYECKOU JOKYMEHTALUEN;

1) oOOydeHHe JIMIl, MWCHOJB3YIOIIMX CpEACTBA 3allUThl UHGOpMAIH,
npuUMeHsieMble B UH(QOPMAIIMOHHBIX CHCTEMAaX, IPaBUJIaM padOThl C HUMU;

€) YYeT MPUMEHSIEMBIX CPEJCTB 3alIUThl UH(OPMAINH, FKCILUTyaTal[AOHHON
Y TEXHUYECKOW IOKYMEHTAIlMW K HUM, HOCUTEJIEH EPCOHATBHBIX TAHHbIX;

) y4eT JIHII, JOMyIIeHHbIX K padote ¢ [1/]H B uHpOpMaIoHHOI cucTeme;

3) KOHTPOJb HaJ COOJIOACHHEM YCIOBHM HCIOJIB30BAHUS CPEACTB 3AIIUTHI
uHbOpMaIlMK,  MPEIyCMOTPEHHBIX  HKCIUTyaTallHOHHOM W TEXHUYECKOH
JIOKYMEHTAIMEN;



1) pa30UpaTENbCTBO U COCTABIICHUE 3aKITIOYEHHH 10 (pakTaM HECOOTIOACHHUS
YCIIOBUM XpaHEHHUsS] HOCUTENIEH NMEPCOHAJIbHBIX JaHHBIX, HCIOJIb30BAHUS CPEICTB
3alUThl  UHGOpMAIMKM,  KOTOPhIE  MOTYT  MPUBECTH K  HapYIICHHUIO
kKoHuneHuuanbHoctd IIJIH wiaM JOpyruM  HApyIICHHSM, MPUBOISAIIMM K
CHIW)KEHUIO ypOBHs 3amuiieHHoctd [IJ[H, pa3paboTKy W NpUHATHE MeEp IO
MPEIOTBPAIICHUIO BOBMOXKHBIX OMACHBIX MOCJIECTBUNA MOAOOHBIX HAPYILIEHUN;

K) ONTMCAHUE CUCTEMBI 3aIIUTHl IEPCOHANBHBIX JAHHBIX.

TexHuueckue MW NOPOrpaMMHBIE CPEACTBA  JOJDKHBI Y OBJIETBOPSATH
YCTAHABJIMBAEMbIM B  COOTBETCTBUM C 3aKOHOAATENbCTBOM  Poccuiickoin
®enepanmu TpeOOBaHUIM, 00E€CIICUMBAIOIINM 3aIIUTY UH(DOPMALIHH.

Hns  obecrieuenust Oe3omacHoctn II/lH mpu  ux oOpaboTke B
MH()OPMAIIMOHHBIX CHUCTEMAax OCYILIECTBIISIETCA 3alluTa pedyeBoill MHGOpMaUU U
uHpopmanuu, oO0pabaTbiBaeMOl  TEXHUYECKUMHU  CpPEACTBaAMHU, a  TaKXkKe
uHbOpMalluy, TMpPEACTABIEHHOW B BHUJAE HHPOPMATHUBHBIX DBJIEKTPUUECKUX
CUTHAJIOB, (PU3MUYECKUX MOJEH, HocuTeneil Ha OyMa)KHOM, MarHUTHOM, MarHUTHO-
ONTUYECKON U NUHON OCHOBE.

ITo crpykrype UCII/IH, Ha KOTOpBIE HaMpaBI€HAa peaau3alus MEPOIPUITUI
IO 3aLIUTE, BBIACISIOTCS CIEAYIOINE KJIaCChl YIpO3:

— yrpo3bl Oe3omacHoctu [1/lH, oOpaGateiBaembix B MCII[In Ha O0aze

aBTOMATU3UPOBAHHOI'O pabOYEro MecTa;

— yrpo3bl Oe3omacHoctu I1/lH, oOpaGateiBaembix B MCII[IH Ha Oaze
JIOKaJIbHBIX UH(OPMALIMOHHBIX CUCTEM;

— yrpo3bl, peanu3yembie B UCIIJIH npu uX NOAKIIOYEHUH K CETSIM CBSI3U
OOIIETO MOJIb30BAHHUSL.

Jlns  obecrieuenust  Oe3omacHoctw IIJlH mpm  ux o0paboTke B

MH(OPMAIMOHHBIX CHCTEMaX MPOBOJATCS:

— o0cnenoBaHue U oPOpMIIEHUE JTOKYMEHTA O TUIE aKTyaJbHBIX YIpo3 U
YpOBHEHN 3allMIIEHHOCTU TEPCOHANBHBIX JaHHBIX, 00pabaThIBAEMbIX B
UCIIIH, onpeneneHue CcHnocoOOB M COCTaBa CPEACTB  3alIUThI
uHpopmaruu (C3U1), paszpaborka TtexHuuyeckoro 3amanus (T3) Ha
CO3/1aHME€ KOMIUIEKCHOM CHCTEMBbI 3alllUThl MH(OPMALUU, B TOM YHCIE
pa3paboTKa MOJENIH yTrpo3, IPOSKTUPOBAHHUE;

— BBOJ] B OKCIUTyaTallMIO — 3aKyIlKa U WHCTAISIUS CePTUDUIUPOBAHHBIX
C3U, obyueHnue nepcoHalia, U31aHue MPUKA30B O JOIyCKe MepcoHala 1
peryiaMeHToB 00pabOTKH KOH(MUIEHIIMATLHON HH(POPMALIUH.



2 Iletn o0ecnneuyeHuss UHGOPMALMOHHON 0€30IIACHOCTH

Crparerndeckoid 1enbpl0 OOecmedeHuss Oe30MacHOCTH HHQOpMAIMH B
NUCTI[IH siBasieTcst 3aluTa UHTEPECOB CYOBEKTOB MH(POPMAIMOHHBIX OTHOUICHUH.
JlaHHast 11eIh JOCTUTACTCS TMTOCPEACTBOM MOCTOSTHHOTO TIOJICPKAHUS CIIETYIONTIX
CBOMCTB MH(OpMAIINHU B TIpoIiecce ee 00paboTKH, XpaHSHHS U TIEPEIadH:

— IEJOCTHOCTH WH(POPMAIINH;

— JIOCTYMHOCTH oOpabarbiBaeMor MHGOPMAINH JJIsI 3aPETUCTPUPOBAHHBIX

10JIb30BaTEIICH;

— KOH(UACHIMATHHOCTH WH(DOpMAITUH.

3 O0BeKT 3aIUThI

OOBbEeKTOM 3alIUThl SBISETCS HMH(OpPMALMOHHAs CHUCTEMa IEPCOHAIBHBIX
JAHHBIX paOOTHUKOB U 00yvatomuxcs HIKomb:

a) MudopmaimoHHble pecypcehl:

— TIEpCOHAJIbHBIE JaHHbIE PAOOTHUKOB M OOy4armmxcs (UCXOmHas
uH(opmarusi, uHGopMaloHHbIE 0a3bl TAHHBIX);

— UWHCTpyMEHTaJlbHas uHpopManus (mporpaMmMHoOe oOOecHedeHue), ¢
NOMOUIbIO KOTOpPOM oOpaOaThIBaeTcs, XpaHUTCS U  MEperaeTcs
undopmarus [1/1H;

0) TexHuueckue WHGPOpPMAIMOHHbIE cucTeMbl U cpeactBa Ilkonbsl, B

KOTOPBIX 00padaTkIBaeTCs, XpaHUTcs U nepenaerca nuopmanus [1/1H;
B) momenieHuss  0o0bekToB  [lIkojbl, B KOTOpPBIX  pa3MeIlarTcs

uH(pOpMAIMOHHBIE  pecypcbl, W  oOpabarbiBaeTcd  KOH(pUACHIMATbHAS
uH(popmanus;
I') TEXHUYECKHE CUCTEMBI AKU3HEOOeCTIeueHHsl, ANEKTPOINUTAHNUA,

MPOBOJAHOTO  BEUIAHWS, OXPAHHOW CHUTHAJIW3alud, OO0eCMEeUUBAIOIINE WIIU
pasmeraeMbie coBMecTHO ¢ o0opynoBanuem UCITIH.

KputnunbsiMu cBoiicTBaMu 00BEKTA 3AIIUTHI SBIISIOTCS:

a) BO3MOXXHOCTh Pa3pyIICHUSI WU MOBPEKIACHHS WHOOPMAITMOHHBIX CUCTEM
MEPCOHAIBHBIX TAHHBIX B PE3yJIbTaTe MOXKApa, 3aTOIICHUS, aBApUH MHIKEHEPHBIX
CHCTEM >KU3HEO0ECIIEUEHHUS;

0) BOBMOXKHOCTh ~ TpEKpalieHuss Wi  HApyIIeHUS  HOPMAaJbHOTO
dbyakuuonupoBanuss WCII[In B pesynbpTaTe MOBPEKACHHUS OTACIBHBIX WX
3JIEMEHTOB;

B) HECAaHKIIMOHUPOBAHHAsL JTOCTYMHOCTh WH(OpMAIMK, BhIpAXKAIOMIAACSI B
BO3MOKHOCTH:

— HEMOCPEJACTBEHHOro JocTyna K uH(opMamuu, Haxojsuiehncs Ha
MIEPBUYHOM WJIM BTOPUYHOM HOCHUTEIIE, B TPAHCHOPTHOM cCpele
Mepeadyn; BO3JCUCTBUS HA HOCHUTENb WM TPAHCIOPTHYKO Cpedy C
LEJbI0 MEPIIOCTPAlNM, OTUYYXICHHUS, KOMUPOBAHHS, W3MEHCHUS,
MOJIMEHBI ¥ YHHUTOXKCHUSI HH(POPMAIIHH;



OpsIMOTO WJIM KOCBEHHOTO J1octyna k ob6opynoBanuto HCII[Au u
TPaHCIOPTHOM cpele mepelayd ¢ LeIbl0 MOJy4YeHUs JOoCTyna K
nHpopMaruu (HECAaHKITMOHUPOBAHHBIN JTOCTYII);

nepexnaTa pe4eBol HHPOpMalUU MO0 aKyCTUYECKUM M IPYTUM KaHajlaM
yTEUKHU (MOJCTYIIUBAHUE).

4 Cy0bexTbl MHGOPMALMOHHBIX OTHOILIECHHU I

4.1 CyObexrtaMu HH(POPMAIMOHHBIX OTHOIICHUH SIBISIOTCS:

OOyuarwmuecss (CyObeKTbl MMEPCOHAIBHBIX JaHHBIX) - (uU3MyecKue
JUIa, POAUTENH (3aKOHHBIE NIPEJCTAaBUTENIN) KOTOPBIX COCTOST B
JIOTOBOPHBIX M MHBIX TPa)IaHCKO-TIPABOBBIX OTHOMIEHUIX co IlIkomoii-
OlepaTopoM IO BOIpOCaM OKas3aHHs ycioyr B cdepe oOpa3oBaHmUS,
PETyCMOTPEHHBIX Y CTaBOM.

PaboTHuKH (CyOBEKTHI MEPCOHANBHBIX JAHHBIX) - (PU3WYECKUE JIHIIA,
COCTOSIIIME WM TOTOBSIIMECS BCTYNUTb B TPYAOBBIE WIM HHbBIE
Ipa)1aHCKO-TIPaBOBbIX OTHOIIEHUsIX co LlIkomoii-onepaTopom.

4.2 TlepeunciieHHbIE CyOBEKTHI nH(}OpPMAITMOHHBIX OTHOILICHUI
3aMHTEPECOBAHbI B 00€CTICUCHUU:

KOH(HUIEHIINATLHOCTH  (COXpaHeHusT B TalHe) WHpOpMauu B
COOTBETCTBHH C TPEOOBAHUSIMU POCCUUCKOTO 3aKOHOAATEILCTBA;
JIOCTOBEPHOCTH (ITOJTHOTHI, TOYHOCTH, AaJCKBATHOCTH, IICJIOCTHOCTH)
uH(popManuu;

3allUThl OT HAaBSI3bIBAHUS MM JIO)KHOW (HEIOCTOBEPHOM, MCKaKEHHOM)
uHdopmaIuu (To eCTh OT Je3UH(POPMAIINHN);

CBOEBPEMEHHOTO JOCTyna (3a mnpuemMieMoe sl HHUX BpeMs) K
HE0OXO0AMMOW UM HH(OpMaLINK;

pasrpaHUYCHHUS OTBETCTBEHHOCTH 3a HAPYIICHHWS 3aKOHHBIX TIPaB
(uHTEpECOB) NpYrux CyOBEKTOB WH()OPMAIMOHHBIX OTHOIICHUA U
YCTaHOBJICHHBIX TMPABUJI 0OpaIreHus: ¢ nHGOpMaIei;

BO3MOYKHOCTH OCYITIECTBJIICHUSI HEMPEPHIBHOTO KOHTPOJISI M YIPABIICHUS
npoiieccamMu 00padOTKU U Tiepeaaun nHhopMaIuy;

3aIuUThl MHQOpPMAIMM OT HE3aKOHHOTO €€ THUPAKHPOBAHUS (3aIUTHI
MIEPCOHAJILHBIX JaHHBIX, 3aIIUTHl aBTOPCKUX IpaB, MpaB COOCTBCHHUKA
uH(popMaIn).



S Bo3moskHbIe YTPO3bI M YYACTKH BTOPKEHUA

O6mas kinaccudukaiys yrpos.

1. V¥Yrpo3bl KOHQUAECHIIMATBHOCTH JAAHHBIX U IporpaMM. Peanusyrorcs npu
HECAaHKIIMOHUPOBAaHHOM JOCTyIl€ K IpOrpaMmam, JAaHHBIM, KaHalaMm CBSA3H, IPH
HepexBaTe 3JEKTPOMAarHUTHBIX U3JIyUYEHUH, IPU aHaIn3€e Tpaduka.

2. Yrpo3bl LENOCTHOCTH JAaHHBIX, NPOTpaMM, ammaparypsl. Peannsyrorcs
IpU HECAHKIMOHUPOBAHHOM YHUUYTO)KEHUU, MOAU(PHUKALMU TAaHHBIX, TOPOKICHUH
banbcuPUIMPOBAHHBIX JTAHHBIX, 3aJCPXKKE W HAPYUICHHH MapIIPyTU3AINH
JAHHBIX B KaHaJlax CBS3H.

3. Yrpo3sl JOCTYMHOCTH AaHHBIX. Peanus3yloTcs mpu CO3AaHUU YCIOBUH,
KOTJa 3aKOHHBIM II0JB30BaTENh WM IPOLECC HE IIOJYy4aeT CBOEBPEMEHHOIO
JOCTyTa K JAHHBIM HWJIM PECYpCaM CUCTEMBI, KAHAJIAM CBSA3U.

6 IlopsiioK NpoBeleHUs KOHTPOJIbHBIX MEPONPUATHII U JeHCTBUIl 110
pe3yJbTaTaM KOHTPOJIS

KonTtpons  3akmiouaercss B TNPOBEPKE  BHINOJHEHHS  TpeOOBaHUM
HOPMAaTUBHBIX JOKYMEHTOB IO 3alure HHGOpMalW{, a TaKkKe B OLEHKE
O0OOCHOBaHHOCTH M A(PQPEKTUBHOCTH MNPUHATHIX Mep. KoHTposib MoxeT
MPOBOAUTBLCA KOMHUCCHEW, co3maHHOW B IlIkome, WM Ha HOTOBOPHOW OCHOBE
CTOPOHHUMH OpTraHU3alUsSIMH, TPU HAJWYUM JMUEH3UM Ha AESTENbHOCTH IO
TEXHUYECKOH 3a1uTe KOHPUIECHIMATLHON HHPOPMaLIUU.

Pemienne  OCHOBHBIX ~ BompocoB  obOecmeuenus — 3amuTthl  [I/IH
peaycMaTpuBaeT MOJATOTOBKY KaJIpOB, BBIJCICHHE HEOOXOAUMBIX (PUHAHCOBBIX U
MaTepHaNbHBIX CPEJICTB, 3aKYIKYy MPOrPaMMHOI0O U anmnapaTHOro oOecrnedyeHus, a
TaKxe, P He0OXOAUMOCTH, TPUBJICUEHUE CTOPOHHEW OpraHu3alui Ipu HaTU4uu
mnen3nit @CTOK u OCB.



[Tpunoxenus k [lonokeHWio MO OpraHuU3alMd W TPOBEACHUIO paboT MO
oOecrieyeHnt0 0e30MaCHOCTH MEePCOHANBHBIX JIAHHBIX MpU HX 00paboTKe B
MH(OPMAIMOHHBIX CHUCTeMaX MepcoHalbHbIX NaHHbIX MBOYVY Illkomna Ne 29 r.o.
Camapa SBISIOTCS CaMOCTOSITEIbHBIMH JOKYMEHTaMU M €Tr0 HEOThEMIIEMOM
YacThIO.

CHOucox MpuiIoKEeHUI:

[Tpunoxenue Ne 1. TpeGoBanus o o0ecIeyeHuto 0e30macHOCTH
NEPCOHANBHBIX JIaHHBIX MpU HUX 00paboTke B WH(GOPMALMOHHBIX CHCTEMax
nepcoHanbHbIX JaHHBIX MBOY IIkona Ne 29 r.o. Camapa.

[Tpunoxxenue Ne 2. Onucanue JOKaJIbHO-BBIYUCIUTENbHOH cetu MBOY
[IIxomna Ne 29 r.o. Camapa.

[Tpunoxxenne Ne 3. Onucanue coctaBa TeXHMUYECKUX cpencts MBOY
[[Ixomna Ne 29 r.0. Camapa, y4acTBYIOIIHUX B 00pabOTKE MEPCOHATBHBIX TAHHBIX.

[Tpunoxenue Ne 4. Cenenusi o nporpaMmmuoM obecrnieuennr MbOY Illkona
Ne 29  r.0. Camapa, yCTaHOBJIEHHOM Ha cepBepe U pabOyuxX CTaHLMIX,
YyYacTBYIOIIMX B 00pabOTKE NePCOHATBHBIX JAHHBIX.

[Tpunoxxenne Ne 5. CBefieHrst 0  MPOrpaMMHO-TEXHHUYECKHX  CpEACTBaX
3amuTel MBOY Illkona Ne 29 r.0. Camapa, ycTaHOBIIEHHBIX Ha cepBepe U padounx
CTAHIIUSX, YYACTBYIOLIUX B 00paOOTKE MEPCOHANBHBIX JaHHBIX.

[Tpunoxxenue Ne 6. CBejeHrst O TOJB30BATENSIX ~ CUCTEM  OOILLIEro
nons3oBanus (COIT) MBOY Ilkona Ne 29 r.o. Camapa.

[Tpunoxenue Ne 7. PekoMeH1alud 1O UCHOJIb30BAHUIO TMPOTPAMMHBIX H
anmapaTHbIX CpPEACTB 3allUThl MHGOpMAMKM U 00ECleUeHUt0 Oe30MacHOCTH
NEPCOHANBHBIX JAaHHBIX MpPU HX 00paboTke B MH(GOPMAIIMOHHBIX CHUCTEMax
NEPCOHANIbHBIX JTAHHBIX.



IIpunoxenue Ne 1

K [lo0keHuIo Mo opraHu3aluy u
MPOBEICHUIO Pa0OT MO 0OECTIEUECHHUIO
0€30MacHOCTH MEPCOHANIBHBIX JIAaHHBIX
pu ux o0paboTke B HHGOPMAIIMOHHBIX
CUCTEMax MEePCOHATBHBIX JAHHBIX
MBOY IlIkona Ne 29 r.o. Camapa

TPEBOBAHMUSA
10 o0ecreYeHnI0 0e301IaCHOCTH NEePCOHAJBHBIX JaHHBIX
pu ux 00padoTKe B HHPOPMALMOHHBIX CHCTEMAaX
nepcoHaJbHbIX JaHHBIX MBOY Ilkosa Ne 29 r.o. Camapa

[Ipn opraHu3anMy W OCYLIECTBICHUU 3alIUThl IEPCOHAIBHBIX JAaHHBIX
(IIJn) HeoOXomMMO pYKOBOJCTBOBATbCS TPEOOBAHHUSAMU HOPMATUBHBIX U
METOJUYECKUX JOKYMEHTOB IO 3alUTe MH(POpPMAlMUd B aBTOMAaTU3MPOBAHHBIX
cuctemMax (MH(MOPMAIIMOHHBIX CHUCTEMax MepcoHanbHBIX aaHHbiXx — WCII/IH),
YUHTBIBAsI IpU 3TOM, 4To II/1H, B cooTBeTCTBUM ¢ PenepanbHbM 3aKOHOM OT 27
utoist 2006 roma Ne 152 — @3 «O nepcoHabHBIX TaHHBIX» U YKa3oMm [Ipe3naenra
P® Ne 188 ot 06.03.97 ., oTHECEHBI K KOHPUACHITUATHHOM UHPOPMAIIUH.

Mepbl 1o obecrnieueHHi0 O€30MACHOCTH NEPCOHAIBHBIX AAHHBIX MHPU HUX
o0paboTke

1. Oneparop npu 006pabOTKE MEPCOHANBHBIX JAHHBIX 0053aH MPUHUMATH
HEOOXOJMMbIE TIPABOBBIC, OpPraHU3alMOHHBIE W TEXHUYECKHE MEphl WU
o0OecrieynBaTh UX MPUHATHE IS 3alIUThl  MEPCOHAJIBHBIX JAHHBIX  OT
HEMPaBOMEPHOIO WJIM CIYy4alHOIro AOCTyHa K HHUM, YHUYTOXKEHUS, U3MEHEHMS,
OJIOKUPOBaHUs, KOMUPOBAHUS, IPEIOCTABICHUS, PACIIPOCTPAHEHUS IEPCOHATIBHBIX
JAHHBIX, @ TakXe€ OT WHBbIX HEMNPABOMEPHBIX [JEUCTBUH B OTHOUICHUU
MEPCOHAIBHBIX TAHHBIX.

2. ObecnieueHne O€30MACHOCTH TMEPCOHAIBHBIX JAaHHBIX JOCTHTACTCSA, B
YaCTHOCTH:

1) ompeneneHuemM yrpo3 O€30MAaCHOCTH TMEPCOHATBHBIX JAHHBIX TMPU X
00paboTKe B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX TaHHBIX;

2) NpUMEHEHHEM OpPraHU3ALMOHHBIX U TEXHUYECKHX MEp MO 00ECIeueHUIO
0e30MacHOCTH NEPCOHAJBHBIX JAHHBIX MPU UX 00paboTke B MH(POPMAILIMOHHBIX
CUCTEMaX MEPCOHANbHBIX JAaHHBIX, HEOOXOAUMBIX JIJISl BHINOJIHEHHS] TPEOOBAHUM K
3alllUT€ TEPCOHANBHBIX  JAHHBIX, HCIOJHEHHE KOTOPhIX  OOecrneYrBaeT
YCTaHOBJICHHBIC [IpaBurenscTBOM Poccuiickon denepanuu YPOBHU
3aIMIIEHHOCTH MEPCOHANBHBIX TaHHBIX;

3) NpuUMEHEHHEM MPOUIEAIINX B YCTAHOBJICHHOM MOPSAAKE MPOLEAYPY
OLIEHKH COOTBETCTBUS CPEJCTB 3alIUThl HHPOPMAIIHH;



4) oueHkoil 3PPEKTUBHOCTH TMPUHUMAEMBIX MEp IO O00ECHeueHHUIo
0e30MacHOCTH  MEPCOHANBHBIX  JAHHBIX JO  BBOJA B  JKCIUIyaTallUIo
MH(OPMAIMOHHOW CUCTEMBI IEPCOHATBHBIX JaHHBIX;

5) y4eTroM MalIMHHBIX HOCUTEJIEH MEPCOHANBHBIX TAHHBIX;

6) oOHapyxeHHeM  (aKTOB  HECAHKI[MOHHMPOBAHHOTO  JOCTyNa K
MIEPCOHANILHBIM JIAHHBIM U IPUHATHEM MED;

7) BOCCTAHOBJIEHHUEM NEPCOHAIBHBIX JAHHBIX, MOAU(PUIUPOBAHHBIX WU
YHUUYTOXEHHBIX BCIEACTBUE HECAHKIIMOHUPOBAHHOT'O IOCTYyIA K HUM;

8) yCTaHOBJIEHMEM TpaBWJI JOCTyHa K TE€PCOHAJIbHBIM JaHHBIM,
oOpabaTeiBaéMbIM B MH()POPMAIIMOHHOM CHCTEME MEPCOHATBHBIX JTAHHBIX, a TAKXKE
oOecrieueHHEM pErucTpallii ¥ ydeTa BCEX JICWCTBHM, COBEPIIAEMBIX C
NEPCOHATIbHBIMU JTAHHBIMUA B HH(POPMALIMOHHON CHCTEME MEPCOHAIBHBIX IaHHBIX;

9) KOHTpoOJIEM 3a TPUHUMAEMBIMU MEPaMH MO 00ECHEYEHUIO0 O€30MaCHOCTH
NEPCOHAIBHBIX JaHHBIX M YPOBHS 3aIIMIIEHHOCTH HH(OPMALMOHHBIX CHCTEM
NEPCOHAIbHBIX JaHHbBIX.

[Ipu nposeneHun Meponpustuii 1o 3amure I[IJIH yuuTeiBaercs, 4rto
UH(POPMAILIMOHHBIE  PECYpChl  MOABEP’KEHBl MOTEHLUMAJIbHBIM  BHEIIHUM U
BHYTPEHHUM YIpO3aM, BEAYLIUM K MOTEPSIM KOH(PHUIEHIUAIBHOCTH, JOCTYITHOCTH
¥ 11EJIOCTHOCTH MH(QOPMAIIMOHHBIX PECYPCOB.

W cTOYHMKHN yTrpO3BIL:

— moau (HegoOpOCOBECTHBIE BHELIHME W BHYTPEHHHE I0Jb30BaTEIU

MH(OPMAIMOHHBIX PECYPCOB);

— aBapuu (OIIMOKY MOJIH30BATEINS, OMIMOKN aIMUHUCTPATOPA);

— OTKa3  anmapaTHoro  obOecnedyeHuss  (OIMIMOKKM  TPOrPaMMHOTO

o0ecrniedeHus1, 0TKa3bl HHAYCTPUAILHOTO 000PYOBaHMUS);

— npuponaHblie  (akTopel (CTUXUMHBIE O€ncTBHs, acTpodU3UUECKUE

SIBJICHUS, OMOJIOTUYECKUE SIBJICHUS ).

VYTpo3bl yBENMUUBAIOT PUCKK O€30MaCHOCTH, TPEACTABIISIIOIINE COOOI:

— HEaBTOPU3UPOBAHHBIN JOCTYH B CETh;

— HEaBTOPU3HPOBAHHOE PACKPBITHE HH(OPMALINY;

— HEaBTOPU3HPOBAHHYIO MOJIM(MUKALNIO MJAHHBIX WM TPOTrPAMMHOIO

00cCIICUCHHS;

— paspylieHue GyHKIUN ceTH (HeIOCTYIMHOCTh JaHHBIX U CEPBUCOB).

Hanuuue puckoB Oe3omacHocTH TpeOYIOT BBEIEHUSI Mep O€30MaCHOCTH.
Mepsb1 6e30macHOCTH AOTKHBI TaAPAHTUPOBATH:

—  KOH(HUICHIIMATBLHOCTB;

— IIEJIOCTHOCTB;

— JIOCTYNMHOCTb UH(pOpManuy;

— CBOEBPEMEHHOE MTOTYYEHUE OTYETHOCTH;

— (¢usnueckyro 0e30MacHOCTh HHOPMAITUH;

— KOHTPOJIb IOCTYMAa K HHGOPMALIHH.

NudopmanmonHas 6€30mMacHOCTb MPEAyCMaTPUBAET:

— TMPOUEAYPHYIO (aIMMHHCTPATHUBHYIO u OpraHu3allUOHHYIO



0€30MacHOCTh);
— 0€30IacCHOCTh MEePCOHANIA;
— ¢usndeckyro 6€301MacHOCTb;
— 0€30IMaCHOCTb CHCTEMBI;
— 0€30MacHOCTh KOMMYHHUKAIUH.
Ob6ecneuenne Oe3omacHoctu [IJ[H npu wux o6padotke B UWCIIAH
JIOCTUTAETCA TMYTEM HCKJIIOYEHHS HECAHKIMOHMPOBAHHOTO, B TOM YHCIIE
CIIy4allHOTO JOCTYIa K MEPCOHAJbHBIM JAaHHBIM, PE3YyJbTaTOM KOTOPOTO MOKET
CTaTh YHUUTOXKEHHUE, U3MEHEHUE, OJI0OKMPOBaHNE, KOIMPOBAHUE, PACTIPOCTPAHCHHE
MEPCOHAIBHBIX JIAHHBIX, 4 TAK)KE€ NHbIC HECAHKIIMOHUPOBAHHBIE ICVCTBUA.
Meponpusitua 1o oOecnieuenuto ©OezomacHoctu [IJ[H mpoBogsTcs B
3aBUCUMOCTH OT THIIA AaKTYyaJIbHBIX YIpO3 M YypPOBHEW 3alUIIEHHOCTU
NEPCOHANIBHBIX JaHHbIX, oOpabateiBaeMbix B MCIIJIH, ¢ y4eToM BO3MOXHOTO
BO3HMKHOBEHHUSI yIpo3 0€30MaCHOCTH >KU3HEHHO Ba)KHBIM HHTEpEcaM CyObEKTOB
NEPCOHANIBHBIX JAHHBIX.
[Ipu obecneuenun Oe3onacHoctd IIJ[H TpoBOIATCA  MeEpONPUATHS,
HaIlpaBJICHHbIC Ha:
— TnpenoTBpaileHue HecaHkuuoHuposaHHoro goctyna (HCH) x II[H u
(1K) mepenayu ux JMiaM, OpraHu3alusM, He UMEIOIIUM IpaBa JI0CTyma
K Takoil uHpopMaIuu;

— cBoeBpeMeHHoe ooHapyxeHue dakroB HCJI x I1/1H;

— HEIONyIlIEeHHE BO3JIEHCTBHUS Ha TEXHUYECKUE CpelcTBa
aBTOMAaTU3UPOBaHHOUN 00paboTku IIJIH, B pe3ynbpTaTe KOTOPOIO MOMKET
OBITh HAPYIIEHO MX (QYHKIIMOHUPOBAHUE;

— onepatuBHOTO pe3epBupoBanus nHbopmaruu B UCIT/IH;

— BO3MOXHOCTb HE3aMEIUIUTEIBHOTO BOCCTAHOBJICHUSA I8,
MOAU(PUIMPOBAHHBIX WIIM YHUUTOKEHHBIX Besieacteue HCJ k HuMm;

— TOCTOSIHHBIN KOHTPOJIb 32 o0ecrieyeHueM ypoBHsl 3auuiieHoctu [1/1x.

Ob6ecneuenne Oe3omacHocTu [IJ[H OCyIIECTBISIETCS IMyTEM BBITIOJIHEHUS
KOMIUIEKCAa OpPraHW3allMOHHBIX M TEXHUYECKUX MEPONPUSTUN, PEaTu3yeMbIX B
paMKax co37aBaeMOU CUCTEMBI 3alllUThl IepcoHaNbHbIX JaHHbIX (C3I1/IH).

Crtpyktypa, coctraB u ocHOBHble ¢yHkuuu C3IIJIH ompenenstoTcs B
3aBUCUMOCTH OT THIIA AaKTYaJlbHbIX YIPO3 M YpPOBHEH 3allUIIEHHOCTH
MIEPCOHANILHBIX JaHHBIX, 0OpadaTeiBaembix B CIIJIH, ncronp3yemsix B [kore.

C3II[dx BKJIIOYAET OpPraHM3alMOHHBIE MEpbl U TEXHUYECKHE CpeACcTBa
3amuThl MHQopManmuu (B TOM uucie MUdpoBaidbHble (KpUOTOrpapuUecKue)
CpelICTBa, CPEACTBA MPEAOTBPAICHUS! HECAHKIIMOHUPOBAHHOTO JOCTYIA, YTEUKH
uH(pOpMAIUU 10 TEXHUYECKUM KaHaiaM, TPOrpaMMHO-TEXHUYECKUX BO3JEHCTBUI
Ha TeXHUUYeckue cpeactBa oOpabotku IIJ[H), a Takke HCHOJb3yeMbIE B
MH(OPMAIMOHHON cucTeMe MH(DOPMAITMOHHBIE TEXHOJIOTHH.



[Ton opranmzanueit obecneyenus: 6e3onacuoctu [1/In mpu ux o6padoTke B
NUCTIln moHumaeTcsi (OopMHUPOBAHUE COBOKYITHOCTH OCYIIECTBIIIEMBIX Ha BCEX
cragusx ku3HeHHoro nukia MCIIH cormacoBaHHBIX MO LIENH, 33/1a4aM, MECTY U
BPEMEHU MEPOIPUATUNA, HAIIPABJICHHBIX Ha MPEJOTBpallleHre (HEUTpaTu3aluio) 1
napupoBanue yrpo3 OeszomacHoctu I[I/ln B HCII[IH, Ha BOCCTaHOBJICHHE
HopManibHOTO (pyHKImonupoBanus WCII[IH mocne HeWTpaiu3aluu yrpo3bl, C
1EIbI0 MUHUMU3AIMKA KaK HEMOCPEICTBEHHOI0, TaK U OMOCPEI0BAaHHOTO yIepOa
OT BO3MOXXHOM peanu3anuu Takux yrpos. Obecrneuenue 6e3omnacHoctu [1/H npu
ux obpaborke B aBromMaTu3upoBaHHbIX MCIIJIH mpoBoauTCs MyTeM BBITIOJHEHUS
KOMIUIEKCA OPTraHU3allMOHHBIX U TEXHUYECKUX MEpPONpUSATUN (MIPUMEHEHUS
TEXHUYECKUX CPEACTB), B paMKaX CUCTEMBI (ITOACUCTEMBI) 3aIUThl IEPCOHATBHBIX
JaHHBIX, pa3BepTbiBacmoi B MICII/IH B ponecce ee co31anus Wi MOJCPHHU3ALINH.

[Topsimox opranuzanuu obecnedeHuss Oe3zonacHoctu [[Jln B UCIIH
peayCcMaTpPUBAET:

— OIICHKY OOCTaHOBKH;

— o0ocHoBaHMe TpeboBaHu 1Mo obOecnedeHuto Oe3omacHoctd II/IH u

dbopmynupoBanue 3ana4 3amuTsl [1]1H;

— pa3paboTky TipoekTa oOecnedeHusi OezomacHoctu [IJIH; BBIOOP
1enecooOpa3HpIX cnocoOoB (Mep ©  cpeAcTB) 3ammthl [I/lH B
COOTBETCTBHH C 33Jja4aMU U MMPOEKTOM 3allUThI;

— PpeIIeHUe BOIPOCOB yIpaBlieHHs obecrnedeHueMm OesomacHoct I1/1H B
JTUHAMUKE M3MEHEHHUs] OOCTAaHOBKM M KOHTPOJS 3(PGHEKTUBHOCTH
3aIlNTHL;

— o0ecnieueHue peann3aluy NPUHSITOTO MPOCKTA 3aIUTHI,

— IUIAaHUPOBaHUE MeponpusaTuii o 3ammre [1/1H;

— OpraHM3aiuio M TMpoBeACHHE PAbOT MO CO3[aHUI0 CUCTEMBI 3aIUTHI
nepconanbubix  ganHbix  (C3I1[Jn) B pamkax  pa3paboTku
(momepam3anuu) MCII[IH, B TOM 4uclIe ¢  IPUBJICYCHHUEM
CHEIUATN3UPOBAHHBIX CTOPOHHUX OpraHu3aluii K pa3paboTke u
passepreiBannto C3I[[In wimm ee snementoB B MCII/[IH, pemeHue
OCHOBHBIX 3a/1a4 B3aUMOJICHCTBHUS, ONpEJEICHUEe UX 3a7ad U (QyHKIUH
Ha pa3JIMYHbIX CTaausX co3aanus u skcruryatauuu UCIIIH;

— pa3paboTKy JTOKYMEHTOB, pErjaMEHTUPYIOIIUX BOMPOCHl OpraHU3alUU
obecrnieuenus 6ezonacHoctu [/ u sxcrmyaramuu C3I1a 8 UCIT/IH.

B wuHTEepecax texHmdeckoro ooOecmeueHus OesomacHocTH IIJIH mpm ux
oopabotke B MCII/IH, B 3aBUCHUMOCTH OT Kjacca WH(POPMAIIMOHHON CHCTEMBI
JOJDKHBI OBITh TpoBenieHbl MepornpusaTuss no 3ammre oT HC/ x [1In mpu nx
ob6padotke B UCII/IH.

B cocraB meponpustuii o 3amure I1/In npu ux od6padorke B UCII/H ot
HC/I v HenpaBOMEPHBIX IEUCTBUIN BXOJAT CICAYIOUINE MEPOTIPUSATHS:

— 3amurta oT HCJI npu o1HOMOIB30BaTENbCKOM pexknuMe 00padotku [1/1H;

— 3amurta o HC/] npu MHOTomnosib30BaTesibckoM pexume oopadotku [1J1H
Y PaBHBIX MIPaBax JOCTYIAa K HUM CYOBEKTOB JOCTYIIA;



— 3amwuta oT HC/] npu MHOTOMONB30BaTENbCKOM pekuMe 00padotku [1/1x
Y pa3HbIX IIpaBax JOCTYIIA;

— 3amurta uHpopMaIuu pu MexxcereBoMm BaumMoercteuu UCIIH;

— aHTUBHUPYCHAs 3alUTa.

Meponpustua no 3amure II/[H peamusyroTcs B paMKax ITOACUCTEM:
VIOPABJICHHUS JOCTYIOM, PErUCTpallMd M Yy4eTa, OOeCleyYeHUs LEJOCTHOCTH,
KpUInrorpaduuecKkon 3aiuThl, AHTUBUPYCHOM 3aIUTHI.

Mepsi 6e3onacHocty [1/IH 10KHBI rapaHTUPOBAT:

— KOH(UIEHIUATBHOCTD;

— IIEJOCTHOCTb;

— JIOCTYIHOCTb MH(OpMaIu.

Mepornpusitus no odecrneyeHuto 0€30MacHOCTH NPeyCMaTPUBALOT:

— YIpaBJICHUE AOCTYIIOM;

— PETUCTpALIMIO U YUET;

— o0ecmeueHne NeJI0CTHOCTH,

— KOHTPOJIb OTCYTCTBUS HEAECKIAPUPOBAHHBIX BO3MOKHOCTEH;

— aHTUBHPYCHYIO 3alIUTY;

— o0Oecrneuenre 0€30MaCHOTO MEKCETEBOI'0 B3aUMOACHCTBHS,

— aHaJIU3 3alUIIEHHOCTH.

[Toncucrembl yIpaBlIeHUS JOCTYIIOM W PETUCTPALlMM U y4e€Ta JIOJKHBI
peanu3oBBIBaTRCA  HAa  0aze  MpPOrpaMMHBIX  CPEACTB  OJIOKMPOBAHUSA
HECAHKIIMOHUPOBAHHBIX  JCHCTBHI, CHTHAIM3AUUM U  PETUCTPAUUH. ITO
crenuaibHble, HE BXOIAIIME B SAPO KAKOW-IMOO OINEparuOHHOW CHUCTEMBbI
NporpaMMHbBIE ¥  IpPOrpaMMHO-anmnapaTHble  CPEACTBAa  3alIUThl  CaMHX
OTEpPAIIMOHHBIX CHUCTEM, JJICKTPOHHBIX 0a3 MaHHBIX W MPUKIAIHBIX MPOTPaMM.
OHu BBITIOJHAIOT (YHKIIUU 3aIIUTHl CAMOCTOSITEIBHO UM B KOMIUIEKCE C APYTUMHU
CpPeACTBaMM 3allMThl M HaIpaBJIEHbl HA WCKJIIOYEHHUE WA 3aTpPyIHEHUE
BBITIOJTHEHHUS OTMACHBIX JCHCTBUM MOJb30BATENS UIIN HAPYIIIUTEIS.

CpencrBa MUArHOCTUKHU JOJKHBI OCYIIECTBIATH TECTUpOBaHUE (hailioBon
CUCTEMBI U 0a3 JaHHBIX, MOCTOSIHHBIM cOOp MHPOpMaUUU O GYHKIHOHUPOBAHUU
AJIIEMEHTOB MOJCUCTEMBI 0OecieueHHs 0€30MacCHOCTH UH(OPMALIIH.

CpencrtBa yHUYTOXKEHHS TpETHA3HAYEHBI JJISI YHUYTOXKEHHUS OCTATOYHBIX
JIAHHBIX U JOJDKHBI MPeyCMaTprUBaTh aBapUHHOE YHUUTOXKEHHE JaHHBIX B ClIy4yae
yrpo3sl HecaHkimonupoBanHoro jgocryna (HCJ), kotopas He MoXeT OBITh
OJIOKMpOBaHA CHCTEMOM.

CpencrtBa  cUrHaimu3alMyd — MPEIHA3HAYEHBl Il MPEIyHnpexAcHUs
orepaTopoB (MOJIB30BaTENE) MPU UX OOPAIICHUH K 3allUINAaeMbIM JaHHBIM U JJIS
MpEeaynpexIeHus aIMUHUCTpaTopa npu oOHapyxkenun (akrta HCJI, nckaxenun
MPOTPAMMHBIX CPEACTB 3alllUThl, BBIXOJE WA BBIBOJIE W3 CTPOS ammapaTHbIX
CPEICTB 3alUTBl W O JApyrux (akTtax HaAPYIIEHUS IMTATHOTO PEXHMa
(GyHKIHOHUPOBAHMUS.



[Toncucrema obecrnedeHuss 1ETOCTHOCTH JODKHA OBITh pealn30BaHa
OMEpallMOHHBIMM CHUCTEMaMH M CHUCTEMaMH yHpaBieHHUs OazamMu JaHHBIX.
CpeactBa  TOBBIIMIEHHUS  JIOCTOBEPHOCTH U OOECHEYEHMS]  I[EJOCTHOCTH
NepeaBaeMbIX  JTaHHBIX M HAJACKHOCTHM  TpaH3aKIUH, BCTpauBaeMble B
OTepallMOHHBIE CUCTEMBI U CUCTEMbI yIpaBieHUs 0a3aMu JaHHBIX, OCHOBaHbI Ha
pacyeTe KOHTPOJBHBIX CYMM, YBEIOMJIEHHHM O cOoe B TIeperaye IakeTa
COOOIIIeHMS, TOBTOPE Mepejaul He MPUHATOrO MaKeTa.

[ToxcucremMa KOHTPOJIS OTCYTCTBHSI HEICKJIAPUPOBAHHBIX BO3MOKHOCTEH
JOJDKHA PEeaIM30BBIBATHCS HA 0a3e CUCTEM ympaBiieHHUs 0a3aMy JaHHBIX, CPEIICTB
3aIUTHl HHPOPMAINH, AaHTUBUPYCHBIX CPEICTB 3aIUTH MHGOPMAITIH.

JIist  OCyIECTBICHUST pasTpaHUYCHHs] JOCTyna K HWHGOPMAIMOHHBIM
pecypcaM Mpu MEKCETEBOM B3aMMOJICHCTBHH JOKHO TIPUMEHSITHCS MEXKCETEBOE
DKpAaHUPOBAHUE, KOTOPOE pEANTM3yeTCs] MPOTPAMMHBIMHA W/WIW  TMPOTPaAMMHO-
anmapaTHbIMU MEXKCETeBbIMH dKpaHamu (MD). MexceTeBoll dSKpaH JOHKEH
YCTaHABIMBATHCA MEXKIY 3alllMIAEMOl CEThIO, HAa3bIBAEMOW BHYTpPEHHEH, U
BHEIIIHEH CEeThI0. MEXKCEeTEeBOM PKpaH JIOJDKEH BXOJIUTh B COCTaB 3alllUIAeMOM
cetu. [Ipu ero HacTpoiike OTACIBHO 3a/1at0TCs IPaBUiia, OTPAHUYUBAIOIINE TOCTY
U3 BHYTPEHHEHN CETH BO BHEIIHIOIO U HA0OOPOT.

[Toacucrema aHanu3a 3alMIIEHHOCTH JIOJDKHA PEAIM30BBIBATHCS HA OCHOBE
WCIIOJIb30BAHUSI CPEJICTB TECTUPOBAHUS (aHANW3a 3alUIICHHOCTH) W KOHTPOJIS
(aynura) 6e30macHOCTH MH(OPMALIUH.

Jns pa3pabOTKM U OCYIIECTBJICHUSI MEPONPUSATUA 1O OOECIEeUECHUIO
0€30MacHOCTH MEPCOHANBHBIX JAHHBIX NPU HUX 00paboTKe B HMH(POPMALMOHHOU
CHUCTEME Ha3HA4YaeTCs CTPYKTYPHOE TMOApA3ACICHUE WM JIOJDKHOCTHOE JIUIIO
(paOOTHHUK), OTBETCTBEHHbIE 3a oOecrmeueHue OE€30MaCHOCTH TMEPCOHAIBHBIX
JAHHBIX B MH(POPMAITMOHHBIX CUCTEMAaX TMIEPCOHATBHBIX JaHHBIX.

Jluma, 7OCTYn KOTOPBIX K TMEPCOHAJBHBIM JaHHBIM, 00pabaThiBaeMbIM B
WHPOPMAIIMOHHOW  CHUCTeMe, HEOOXOAUM I  BBIMOJHEHHS  CIY)KCOHBIX
(TpynOBBIX)  OO0SI3aHHOCTEW, JOJKHBI  JIOMYCKAaThCA K  COOTBETCTBYIOIIUM
MEPCOHANILHBIM JJAHHBIM Ha OCHOBAHWM YTBEPKJCHHBIX [lepeunei TOKHOCTHBIX
JIUIL, TOMYIIEHHBIX K pab0Te C MePCOHAILHBIMU JaHHBIMH.

3anpockl  TOJIb30BaTENe WHOOPMAITMOHHOW CHCTEMBI Ha TMOJTy4YeHUE
MIEPCOHANILHBIX JTAHHBIX, BKJIIOYAsl JIUI], YKa3aHHBIX B YTBEP)KICHHBIX [lepeunsx
JOJDKHOCTHBIX JIWIL, a Takke (DaKThI MPETOCTABICHUS MEPCOHANBHBIX JAHHBIX TI0
ATUM 3aIpocaM JOJDKHBI PETHCTPUPOBATHCS aBTOMATH3UPOBAHHBIMU CPEJICTBAMM
WH(POPMAITMOHHOW CUCTEMBI B 3JIEKTPOHHOM >KypHase oOpamieHuit. CoaepskaHue
AJICKTPOHHOTO KypHaja oOparieHui EPUOTNICCKU MIPOBEPSICTCS
COOTBETCTBYIOIIUMH JIOJDKHOCTHBIMH juriaMu  (paboTHukamu) [lIkonel  wmm
YIOJTHOMOYCHHBIMU JINIIAMH.

[Ipu oOHapyXeHUM HapYIICHWN TOPSAIKA MPEIOCTABICHUS MEPCOHATBHBIX
naHHeiXx  [IKombl  ymOJHOMOYEHHBIC  JIMIA  JIOJDKHBI  HE3aMEJIMTEIIEHO
MPUOCTAHOBUTH  MPENOCTABICHUE TMEPCOHAIBHBIX JIAHHBIX  IOJIb30BATEISIM
WH()OPMAITMOHHOW CUCTEMBI JIO BBISBICHUS MPUYUH HAPYIICHWA W YCTpaHEHUS
ATUX MPUYHH.



[Tpu xpaHeHnn MaTEepPUANTBHBIX HOCUTENEH MH(GOPMAITUU C TEPCOHATHHBIMH
JaHHBIMM (WKW Apyro  KoH(UICHIHMAIBHON  WHMOpPMaLME)  TOJKHBI
COOJTFOIaThCS YCIIOBHSI, 00SCIIEUNBAIOIINE COXPAHHOCTh MEPCOHAIBHBIX JTaHHBIX U
UCKJTIOYAIONINEe HECAHKIMOHUPOBAaHHBIH K HHUM JocTym. Ilepeuens wep,
HEOOXOIUMBIX ISl 00ECTICUCHHSI TAKUX YCIIOBUM, MOPSIIOK MX TPUHATHS, a TAaKKe

MCPCUYCHDb JIUL, OTBCTCTBCHHLIX 3a PCAIN3alIUI0 YKA3dHHBIX MCP, YCTAHABJIIMBAIOTCS
OTIOCJBHO.



[Tpunoxenue Ne 2

K [lo0keHuIo Mo opraHu3aluy u
MPOBEICHUIO PA0OT MO 0OECTIEUECHUIO
0€30MacHOCTH MEPCOHANIBHBIX JIAaHHBIX
pu ux o0paboTke B HHGOPMAIIMOHHBIX
CUCTEMaX MEePCOHATBHBIX JAHHBIX
MBOY IlIkona Ne 29 r.o. Camapa

Onucanue JOKaJbHO-BbIYHCAUTEIbHOI ceTH (JIBC)
MBOY lIxkoaa Ne 29 r.o. Camapa:

1. JIBC HaxoauTcs B mpejiesiax OJTHOTO 3/IaHuUs.

2. KonnuecTBo y3110B, 00pabaThIBaIONIMX MEPCOHANIBHBIE TaHHbIE — 4.

3. Tomonorus — 3Be3na, Tun — Ethernet 100Base-TX.

4. Y4acTHUKU CETU  SIBJISIOTCA  MCTOYHUKAMU U MOTPEOUTENAMHU
uHpopMaIuu.

5. Cetp ucnoinbiyer crek npotokosioB TCP/IP.

6. TenekoOMMyHUKAIIMOHHBIE KaHAJIBI TIPEIOCTABIISIOTCS corjacHo JloroBopy
¢ npoBaitnepom OAO «Pocrenexom.

7. CxopoctHbeie xapaktepuctuku: JIBC — 100 Mowut/c; Uatepuer — 2
Mo6ur/c.

8. AIMUHUCTPUPOBAHNE U NepeYCHb pabor ONpENENSIOTCS
AnmMuHHCcTpaTOpoM MHGOpMaMoHHON 6e3onacHocTH LIIkomb.

9. YyacTHUKH CE€TH, KOTOpBIM HeoOXoauMm mocTynm B HWHTepHeT s
BBITIOJTHEHUS CITYKEOHBIX 00sI3aHHOCTEM, TOMyCKalTCs ¢ paspenienus {upekropa
[IIxosbI 1 UMEIOT NOCTYM B TJIOOAIBHYIO CETh B COOTBETCTBUU C Pa3pelICHHBIMU
MOJTHOMOYHSIMH.

10. BHecenne wu3MeHEHUNW B TeIEKOMMYHHKalMOHHYI0 cxemy JIBC
npousBoauTCs padoTHrKaMu LlIkonb! (MM cTOpoHHEN OpraHu3aIieil mo J0roBopy
WJIU KOHTPAKTY).



[Tpunoxenune Ne 3

K [loJ0keHuI0 o OpraHu3aluy u
MPOBEICHUIO PA0OT MO 0OECTICUCHUIO
0€30MacHOCTH MEPCOHAIBHBIX JIAaHHBIX
pu ux o0paboTke B HHGOPMAIIMOHHBIX
CUCTEMaX MEePCOHATBHBIX JAHHBIX
MBOY IlIkona Ne 29 r.o. Camapa

Onucanme cocraBa texunyeckux cpeacrs MbOY Illkosia Ne 29 r.o. Camapa, yyacTByoumux B 00padoTke
MEePCOHAIbHBIX JAHHBIX:

Ne Texnnueckue Hpume-
KoJsmuyecTBo Ha3nauenue

n/m cpeacrsa YyaHue

1. |PaGouue cranumu 4 . 00paboTka uHpopmaIuu

2. |lIpunTepsl 2 mr. pacrneyaTka JOKYMEHTOB

3. Moy 3 mir.

CKaHUPOBAHUC, pACIICUATKA, TUPAKUPOBAHNUC TOKYMCHTOB




Ne TexHnuyeckue Ipume-
KoaunuectBo Ha3znauenune

n/n cpeacTsa qyaHue

4. |KoMMyTaTopsl 1 . KOMMYTAIIUsl CETH CETH

5. Moaem 1 mT. obecrieyeHue JOCTyMa K IJ100aabHON ceTh




IlossicHuTEILHAA 3aITUCKA

1. Beog B oakcmiyarauuto, pemoHT TC, noaxmouenne TC k cetu
ocymectBisiercss pabotHukamu Ilkonbsl (WM CTOPOHHEH OpraHu3alue 1o
JIOTOBOPY WJIM KOHTPAKTY).

2. OueHka  MOJHOTHI  NEPEJAHHOTO  NPEACTaBUTENSAIMU  (PUPMBI-
IPOU3BOAUTENS, pa3paboTurKa, MPOAaBIA IKCIUTYyaTAl[MOHHON JOKYMEHTAluu Ha
TC ocymectBasiercs pabotHukamu IlIkombl (MM CTOPOHHEW OpraHU3AIMEH 10
JIOTOBOPY WJIM KOHTPAKTY).

3. TC mposepsiercss pabotaukamu [lIkombl (WM CTOPOHHEH OpraHu3aIuei
10 JIOTOBOPY WJIM KOHTPAKTY).

4. Ha »Tamax yCTaHOBKM M HACTpOHKH, oOecreyeHueM O0e301acHOCTH
uH(popMau 3aHUMAEeTCs AJIMUHHUCTPATOp MH(POPMALMOHHON Oe3onacHocTH. Ha
JTamax HKCIUTyaTallMM 3a oOecriedyeHue O€30MacCHOCTH OTBEYAIOT I10JIb30BATENU
TC.



[Tpunoxenue Ne 4
K [loJ0keHuI0 o OpraHu3aluy u
MPOBEICHUIO PA0OT MO 0OECTICUCHUIO
0€30MacHOCTH MEPCOHAIBHBIX JIAaHHBIX
pu ux o0paboTKe B MHGOPMAITMOHHBIX

CUCTEeMaX MEePCOHATIbHBIX JTAHHBIX
MBOY IlIkona Ne 29 r.o. Camapa

Ceeagenus o nporpammHoMm odecriedyennn MBOY IlIkosia Ne 29 r.o. Camapa, yCTAaHOBJICEHHOM Ha cepBepe U pado4ux
CTAHIUAX, YYACTBYIOIIHUX B 00padoTKe NepCOHAIBHBIX JAHHBIX

KTo0 ycranaBiausaJu

KTo conmpoBoxaaer

Ne IIporpammuoe IIpousBoauTen, Ipume-
Ha3znauyeHue NporpaMMHoe MporpamMMHoe
n/n odecreueHue CTpaHa YyaHue
o0ecrneuyenmne o0ecnevyenmne
1. |Microsoft Windows 7 |[Microsoft, CIIIA  |OnepannonHas
Professional SP1 cucreMa
2. |Microsoft Windows  |Microsoft, CILIA  |OnepanuonHas
XP Professional SP3 cucreMa
3. |Microsoft Windows 8 |Microsoft, CIHA |OneparionHast

CHUCTCMaA




IIporpammuoe
ol0ecneueHue

IIpoussoauTe b,
CTpaHa

Ha3znauenue

K10 ycTanaBiauBaJ
NporpaMMHoe
obecreueHme

KTto conpoBo:knaer
nporpamMMHoe
odecreueHue

Ipume-
yaHue

Microsoft Office 2003

Microsoft, CIITA

OducHblii akeT
MIPUIOKEHUAM IS
paboThI ¢
JIOKyMEHTaMu

Microsoft Office 2007

Microsoft, CIITA

OducHslit makeT
MIPWIOKEHUAM IS
paboThI C
JTOKyMEHTaMH

Open Office 3.0

Apache Software
Foundation

OducHslit makeT
NPUIOKECHUH JJIs1
paboThI ¢
JTIOKYMEHTaMU

AHTHUBHpYC Avast
Antivirus Free

AVAST Software

AHTHUBUpYCHAs
nporpaMmma

Kontyp-Oxcrepn

CKb Kontyp

Nudopmanmonna
g cucTeMa
NEPCOHATBHBIX
JAHHBIX




K10 ycTanaBiauBaJ

KTto conpoBo:knaer

Ne IIporpammuoe IIpousBoauTes, Ipume-
/i oBecIeenme cTpana Hasznauyenue NporpaMMHoe NporpaMMHoe qanme
o0ecneuenune obecnevyenune
9. |PIIK «Apda-6romxet» |UIT Opug A.P. Nudopmarmonna
g cUcTeMa
MEPCOHATBHBIX
JTAHHBIX
10. |PUCTHA MuHKCTEPCTBO Nudopmarnmonna
oOpa3oBaHus U g cucTeMa
Hayku Poccuiickol [mepCcoHaIbHBIX
denepanuu JTAHHBIX
11. |PUCEID MuHuCTEPCTBO Nudopmarnmonna
oOpazoBaHus U s cUCTEMa
Hayku POCCHICKOM |TEpCOHAIIBHBIX
denepanuu JTAHHBIX




IlossicHuTEILHAA 3aITUCKA

1. Onenka  MONHOTBI ~ NEPEJAHHOIO  NPEACTABUTENSAMU  (PUPMBI-
IPOU3BOAUTENS, pa3paboTurKa, MPOAaBIA IKCIUTYyaTAl[MOHHON JOKYMEHTAluu Ha
1O npouzBoauTcs AqMUHUCTpATOpOM UH(pOpMaMoHHON Oe3onmacHocTH 11IKkobI.

2. Hactpoiika 10 npousBoautcs padbotHukamu Illkonsl (wim cTopoHHEH
OpraHu3alMen o JOroBOpY UM KOHTPAKTY).

3. Ipu mnosBaennn HOBbIX Bepcuit [10, m3menenus B I[IO BHOCsATCS
padotHukamu IlIkonsl (MM CTOPOHHEW OpraHuM3alMell Mo JOrOBOpPY WIIH
KOHTPAKTYy).

4. Nzmenenus B [1O MoryT BHOCUTH TONBKO paboTHUKH LIIKOITBI.



[Tpunoxenue Ne 5
K [loJ0keHuI0 o OpraHu3aluy u
MPOBEICHUIO PA0OT MO 0OECTICUCHUIO
0€30MacHOCTH MEPCOHAIBHBIX JIAaHHBIX
pu ux o0paboTke B HHGOPMAIIMOHHBIX

CUCTEeMaX MEePCOHANIbHBIX JaHHBIX
MBOY IlIkona Ne 29 r.o. Camapa

Caenenusi 0 nporpaMMHoO-TeXHU4YecKHX cpeacTBax 3amutsl MBOY IIkosa Ne 29 r.o. Camapa, ycTAaHOBJICHHBIX HA
cepBepe U pad0YUX CTAHUUAX, YYACTBYIOIIHMX B 00pad0TKe NEePCOHAIBbHBIX JAaHHBIX

Ne Cpencrsa 3a1iuThI Ceprugurar Pa3pabdoruuk Kro Kro Ipume-
n/n uHpopMauuu OesonacHocTu C3u yCTaHABJIMBAJI COIIPOBOKAAET YyaHue
UHpOpMaALMH
1. |Microsoft Windows 7 Her Microsoft, CIIIA
Professional SP1
2. Microsoft Windows XP Her Microsoft, CIIIA

Professional SP3




Ne Cpeacrsa 3alIuThI Ceprugurar PaspaboTunk Kro Kro Ipume-
n/n uHpopMauuu OesonacHocTu C31 yCTaHABJIMBAJI COIIPOBOKIAET yaHue
uH(popManu
3. |Microsoft Windows 8 Her Microsoft, CILIA
4. |AntuBupyc Avast Her AVAST Software
Antivirus Free
5. |Kpuntollpo CSP 3.6 Cepruduxatr ®Cb PO OO0 «KPUIITO-

Ne CdD/124-2240
JIICUCTBUTEIICH JI0
01.09.2015 r.

ITPO», r. MockBa




IlossicHuTEILHAA 3aITUCKA

1. Hacrpoiika C3U npousBoautcs paboraukamu lllkonbl (wim cTopoHHEH
OpraHu3alyei Mo A0roBOPY UM KOHTPAKTY).

2. Pazrpannuenue JOCTyIa TMOJb30BaTENEed MPOU3BOAUTCS C TMOMOIIBIO
ctanaaptHeix cpenctB OC.

3. U3menenuss B C3UM  npousBoasTcs  TOJBKO  AJIMHHHCTPATOPOM
uHpopMaimonHou 6e3onacHoctu HIkombI.



[Tpunoxenue Ne 6

K [lonokeHuto no opraHu3aluu u
MIPOBEJECHUIO pabOT 10 00ECTICUCHUTO
0€30MacHOCTH MEePCOHANIBHBIX JIAHHBIX MPU
ux o0paboTke B HHGOPMAITMOHHBIX
CHUCTEMAaXx MepCOHANBHBIX AJaHHBIX MBOY
[Ixomna Ne 29 r.o0. Camapa

PEKOMEHJIALINA
M0 UCITOJIB30BAHMIO ITPOTPAMMHBLIX H alllIaPaATHBIX CPEACTB 3allUThI
I/IH(l)OpMal.[I/Il/I M 00eCTIeYCeHUIO 663OH3CHOCTI/I MEPCOHAJBbHBIX JAaHHBIX IPH UX
OﬁpﬂﬁOTKe B HH(l)OpMaIII/IOHHLIX CUCTEMAX MEPCOHAIBHBIX TJaHHBIX

Meponpusitus  no 3amure [IJlH mpu ux o6padotke B MCIIAH ot
HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA U HETIPABOMEPHBIX JICUCTBUIN BKIIIOUAIOT B CEOS:

— YNpaBJI€HUE JOCTYIIOM;

— PETUCTPALMIO U YUET;

— o0ecreueHne MeJI0CTHOCTH,

— KOHTpPOJIb OTCYTCTBHS HEJEKIAPUPOBAHHBIX BO3MOXKHOCTEI;

— AHTUBHUPYCHYIO 3aIIUTY;

— obecmedeHne 0e30macHoOro MexxcereBoro B3anmoaeiicteus MCIIH;

— aHaJau3 3alIUIIEHHOCTH;

— OoOHapy>KeHHE BTOPKEHHM.

J171s1 BBITIOTHEHUS BBIIICHA3BAaHHBIX TPEOOBAHUM, HEOOXOIUMO HAJIUUNE
CHEAYIOIIUX CPE/ICTB 3aIUTHI:

— CPEACTBO 3aIlUTHl OT HECAHKITMOHUPOBAHHOTO JIOCTYTIA;

— MEXCETEBOW JKpaH;

— aHTHUBHPYC.

[Tpu BBIOOpE TOTO WJIM MHOTO CPEJICTBA 3aIIUTHl OCHOBHBIMU KPUTEPUSIMH OTOOpa
SIBJISTFOTCSI:

— Hanmuue ceptupukaroB PCTOK, OChb;

— obecrnieyeHne He0OXOJUMOTO YPOBHS 3aIlUTHI;

— TPOU3BOJUTEIBHOCTD;

— COBMECTHUMOCTE;

— TIPOCTOTA HACTPOMKH U IKCILTyaTallUH;

— TEeXHUYecKas MOJJICPKKa;

~ IIeHa.



